







PC PERFORMANCE QUICK REFERENCE GUIDE





�Spyware/Adware is any software that covertly gathers user information through the user's Internet connection without his or her knowledge, usually for advertising purposes.


Spyware applications are typically bundled as a hidden component of freeware or shareware programs that can be downloaded from the Internet.


Once installed, the spyware monitors user activity on the Internet and transmits that information in the background to someone else.


Spyware can also gather information about e-mail addresses and even passwords and credit card numbers.


Spyware steals from the user by using the computer's memory resources and also by eating bandwidth as it sends information back to the spyware's home base via the user's Internet connection.


Because spyware is using memory and system resources, the applications running in the background can lead to system crashes, general system instability, and poor pc performance. 














Do not open e-mail attachments from source you do not trust. 


If you receive an e-mail asking you to open an attached file, be very careful. 


If you don't know the user from whom it's from - don't open it. 


If the e-mail does not include the user's "signature" at the bottom, then the e-mail could have been spoofed with a different "From" e-mail address - don't open it. 


Note: StorageTek system administrators will not send you attachments - they will instead send you a link to a local file.


 Use a complicated password. 


If a virus program is able to guess your password, your computer will become infected.


Be sure to use something long, complicated, and easy to remember but hard to guess.


Using upper and lower-case characters and special characters also help with creating good passwords.











If these symptoms occur


Please contact the GIS Help Desk and they can assist you in downloading a spyware removal tool.


303.673.4357








What you should know about Spyware/Adware








How will I know if have downloaded Spyware/Adware?








Prevention for Viruses and Worms








If these symptoms occur


Run a full anti-virus scan








Common Causes of Poor PC Performance








Symptoms


Large amount of pop-up windows, even when not on the Internet.


Slow performance


Application or computer crashes





Spyware/Adware


Viruses and Worms


Running too many applications at one time.


Forgetting to shutdown your system on a regular basis.














PC PERFORMANCE QUICK REFERENCE GUIDE





�Virus: A virus is a destructive program that has the ability to reproduce itself and infect other programs or disks.��Worms: A worm is a self-replicating computer program, similar to a computer virus. A virus attaches itself to, and becomes part of, another executable program; however, a worm is self-contained and does not need to be part of another program to propagate itself. They are often designed to exploit the file transmission capabilities found on many computers.





If you are still having PC Performance issues please contact the Help Desk by calling 3-Help (303.673.4357) or Opening a Ticket Online through PowerPort.





Do not visit web site you do not trust.  Many will load cookies on your computer to track your movement on the Internet or even worse.


Do not download freeware or shareware.  Many of these are not as free as you think.  The user-acceptance license has many "gotchas" in them, including giving permission to the third-party to use your computer, send you Spam, or worse and absolving themselves of any responsibility for wrecking your machine.











Most applications will leave processes running in the background even after you have closed those applications.


Your system must be shutdown and restarted on a regular basis to stop these processes from running and allow for your system to restore access to pc performance increasing memory.








Prevention for Spware/Adware








How will I know if have received a Virus or Worm?








Applications such as MS office, Clarify, Siebel, SAP, and others all use a large amount of system memory resources and can cause poor PC performance.


Tips to improve:


If possible do not run more than two large applications at one time. 


If you have been starting and stopping several large application throughout the day and you notice poor pc performance restart you system.











Forgetting to shutdown your system on a regular basis?
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Running too many applications at one time?








What you should know about Viruses and Worms
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Symptoms


Slow performance


Application or computer crashes








