Introduction

Sarbanes-Oxley was precipitated by a slew of corporate scandals, including those at Enron, Arthur Andersen, Tyco, Global Crossing, and WorldCom. These highly publicized events involving corporate fraud and accounting abuses accelerated passage of the Sarbanes-Oxley Act.  Its purpose was to restore investor confidence during this post-Enron period. This Act was signed into law allowing tougher regulatory and enforcement powers upon the U.S. Securities and Exchange Commission (SEC).  This new law raised the baseline standards for corporate accountability and ethical behavior among SEC-regulated companies.
GIS plays a big role to ensure StorageTek’s compliance to the law.  Many of our operational controls may have significant financial impacts:

· Systems reporting installations of equipment (revenue recognition)

· Systems reporting inventory counts and cut-offs

· Following Signature Authority and Authorization Request processes 

· Compliance with document retention policies

· Safeguarding physical assets

· Safeguarding information assets through the use of strong password controls and safeguarding of those passwords, including protecting the use of unique passwords
Where we are Currently

To date, GIS has:
· Completed SORCAs (Sarbanes-Oxley Risk Control Assessment)
· Written process narratives for our key responsibility areas

· program development

· program change

· access to programs and data

· computer operations

· Developed remediation plans for our known gaps and have begun implementing those plans
Next Steps
Internal Audit has been performing testing against our SORCAs and will continue through October.
PriceWaterhouse Coopers (PwC), our external auditors, has begun reviewing our SORCAs and narratives.  They are also meeting with individuals to better understand our processes prior to beginning their audits.  You may notice them attending some of the GIS standard meetings over the next few weeks.

Once Internal Audit has completed their reports detailing findings from their testing, that information will be published to PwC and they will begin their testing.

We have already received some deficiencies from Internal Audit and we expect to receive more from them as well as from PwC.  We need to address these deficiencies in an appropriate manner and timeframe. 

Summary of Changes
In response to some of our known gaps and deficiencies, the following changes are being made to the GIS PMP:
Design Phase
· Added a new activity titled “Review Control Activities”.   The SORCAs contain a list of control activities, such as:

 “System logs for operating systems and network devices (including firewalls) are reviewed on a daily basis.  Items of concern are addressed appropriately.
The purpose of this new activity is to:

· ensure that all projects adhere to the existing controls

· determine whether or not a project will required changes or additions to the existing controls 
· ensure that business process owners also review and update their controls
· Modified “Design, Cost Plan & Schedule” activity with stronger wording on meeting minute documentation.  All reviews, internal and external, must have thorough meeting minutes including attendees, decisions, action items, date, etc.  

Develop & Test
· Modified “Perform Code Reviews” activity.  Code Reviews and results have not been documented.  All projects must perform and document Code Reviews in the new “Code Review Checklist”.  All actions required from a non-favorable code review must be tracked to closure in TestDirector.
· Modified “Revise Business Processes” activity.  Most project folders do not contain any evidence (documentation) indicating that this activity has occurred.  If a business process does need to be changed, a copy of the current and new processes must be filed in the Develop & Test project folder.  If a business process does not need to be changed, a copy of the current process and an email from the process owner indicating that no changes were required must be filed in the Develop & Test project folder.

Deploy

· Modified “Readiness Review” activity with stronger wording on meeting minute documentation.  All reviews, internal and external, must have thorough meeting minutes including attendees, decisions, action items, date, etc.  

Project Control

· Modified “Quality Management” activity to include information about compliance to Sarbanes-Oxley.  
Testing Improvements
In the first phase of the Testing Continuous Improvement initiative, the Testing Repository concept has been introduced into the PMP.  

The Testing Repository consists of:

· Archived project folders for historical information

· A new directory for capturing best practice candidates and improvement suggestions for testing.

· TestDirector

You will find references to the testing repository in the following PMP activities:

· Create Test Approach

· Conduct Lessons Learned

· Close Project

· Communication Management

Additionally, the lessons learned template was updated to include survey questions to specifically address testing.

Quality Assurance Improvements

In an effort to ensure the quality of current and historical project documentation, three new activities have been incorporated into the PMP.

In the Analyze phase, “Conduct Quality Review” was added.   In this activity, the project manager reviews the project folder with Quality Assurance to:
· Clarify quality assurance expectations
· Identify any project folder/document non-conformances
· Get any document waivers approved and documented by QA.
In the Design phase, “Conduct Design Quality Audit” was added with two new required templates.  In this activity:

· The project manager requests a quality audit via email request template (new).

· An audit is conducted by Quality Assurance and a QA compliance report is produced. 

· The project manager uses the QA corrective action plan template (new template) to address any non-conformances.

· The completed corrective action plan is sent to Quality Assurance for closure and management reporting and filed in the project’s Control phase sub-folder.

In the Deploy phase, “Conduct Deploy Quality Audit” has been added.  The steps for completing this activity are the same as the Design phase audit.

Additionally, since Quality Assurance will now have to be planned into the project schedule, the following changes were made to the resource requirements tab of the status report.

· Quality Assurance was added to the roles pick list

· PMO was added to the functional area pick list.

Project Estimating Enhancement

A formal estimating process is being established to ensure project estimates are developed in a consistent manner and that the appropriate documentation is provide with the estimate.

A new activity called “Review Project Estimates” was added in the Analyze phase.  This activity includes a formal internal GIS review of the target dates established.  If the target dates are significantly different from the initial estimates (developed during project initiation), GIS management will determine if steering team approval is needed to proceed with the project.

An estimating template has been developed to formally document the components of a project’s initial estimate and is available on the Templates & Examples web page.

The actual process for completing the initial estimate will be included in the next release of the Project Initiation process.

Training & Support

Training on the new “Review Control Activities” activity will occur on Wednesday, September 22, 10:00 – 12:00 MDT in the Aurora conference room in Bldg. 8.  This training session is mandatory for PMs, BDMs and TDMs.

In addition to the training, the PMO will provide support for PMs on their first time through the Review Control Activities. 
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